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Confidentiality Policy for Research Staff

This policy will apply equally to all staff and researchers working in any capacity with or for this research project.

The Project Lead Investigator requires that all project related personnel ensure that any information they handle regarding research participants remains secure and confidential at all times. It is the responsibility of project research and support staff to be familiar with the NHS Confidentiality Code of Practice and to adhere to the requirements of the Data Protection Act 1998. Any unauthorised disclosure of information may constitute a breach of the Data Protection Act and may lead to criminal or civil penalties. 

Research field staff who hold honorary contracts with NHS organisations are bound by the terms of those contracts to protect the confidential nature of the data they are gathering and not to divulge this to unauthorised third parties. Apart from criminal sanctions that may apply for breaches of confidentiality the NHS organisation will be at liberty to revoke the researcher's honorary contract. Occurrences of this kind will be investigated by the Lead Investigator and may also constitute a breach of the researcher's employment terms and conditions.

No information or data item that might identify a research participant may be divulged to a non-authorised recipient. Authorised recipients will be identified by the Lead Investigator.

Printed documentation that contains material relating to or derived from data extracted from patient records is confidential and must be stored securely (in locked drawers or filing cabinets). Such materials must not be removed from University premises without authorisation from the Lead Investigator.

Access to confidential data held in the main project database is restricted to authorised users who will be issued with user names and passwords. Authorised users are responsible for safeguarding their passwords and ensuring that passwords remain secret and are not divulged to third parties for any reason whatever.

When viewing or accessing confidential data staff must take care to ensure that computer monitors or screens cannot be overlooked by unauthorised personnel.

Before leaving the computer at which confidential data may be displayed staff must close down the application and log off. Do not leave computers unattended when entering or viewing confidential data.

E-mail communications are not to be considered secure and no information of a confidential nature may be disclosed in the body of an e-mail. 

This policy is current as at April 2007 and will be periodically reviewed and updated. Please ensure that the version you are reading is the most up to date. To check for this go to the project website.

