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Information Security Management System

Guidance on Passwords

Staff should take note of the following guidance regarding their system passwords.
· Passwords are confidential to the user and must never be divulged to anyone, including the Information Security Manager, Database Manager or fellow researchers. 
· Do not keep written records of the password. 

· Passwords should be at least eight characters in length and include both upper and lower case letters together with at least one numeral. 
· The password should be changed periodically. 
· Passwords should not be recycled and the practice of sequentially numbering passwords (e.g. mary1, mary2, etc) is not recommended. 
· If at any time a member of the project staff believes that the integrity of their password has been breached they should report this in the first instance to the Information Security Manager for further investigation. They should then immediately change their password.

